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SUMMARY

In order to address the security issues
of cloud computing, the cloud industry
sector responded with the Enterprise
File Sync and Share (EFSS) solution. This
is essentially a cloud that provides IT
oversight and addresses the issues of
employees using public clouds. But you
may be surprised at the security issues
that you can still find inherent with all
EFSS solutions. Issues that just don't get

talked about much.

This e-Book written by industry leading
experts at Storage Switzerland explores
the issues EFSS vendors don't give much
air time. It will help you to understand
the security implications of EFSS before
embarking on any long, complicated and

expensive implementation.

INTRODUCTION

The workplace acceptance of the mobile
phone and tablet have brought disruptive
change to the way modern workers work.
As people travel with their new devices,
they expect and demand that all of their
information travel with them. They now
expect that any file they need is available
to them on any device they are working
on from anywhere. The legacy device-cen-
tric data paradigm has been replaced by

data continuity.

To be even more productive and remotely
work on multiple devices, workers have
turned to the cloud -inadvertently put-
ting the organization at risk. Addition-
ally, when employees who have cloud
accounts leave the company they - and
any others who have the links - can still
access the business content stored there,
posing an indefinite legal and security risk
to the company. With consumer grade
file sync solutions, monitoring is virtually
impossible. There is no audit trail and the
enterprise faces compliance issues. When
corporate data is not contained on your
company-owned IT infrastructure, it is
impossible to control or even know who
has accessed it, who has copies and who

it has been shared with.

In order to address the security issues of
cloud computing, the industry response
was Enterprise File Sync and Share (EFSS)

solution. This is essentially a cloud that
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provides IT oversight and addresses the

issues of employees using public clouds.
But you may be surprised at the security
issues that you can find inherent with all
EFSS solutions. Issues that just don't get

talked about enough.

When organizations store their files with
an EFSS vendor, they are storing them

on a server that is owned, operated and
located on the property of another orga-
nization. But, there are issues inherent
with storing your organization’s files on
someone else’'s computers. First, all files
stored with EFSS are duplications. This
increases your threat surface, complicates
your storage infrastructure and at best
shares governance, risk management and
compliance (GRC) with someone else. This
translates into an increased risk posture.
Second, since your files are no longer on
your own property, behind your own fire-
wall, you add to that issues of data resi-
dency, jurisdiction, third-party inspection

and secret access by law enforcement.

Finally, EFSS storage is an expensive
subset of your organization’s storage,
meaning critical information may not be

available when needed.

This paper explores these and other issues
that EFSS vendors don't talk about. But
they are issues nonetheless. This e-book
will make you aware of some of the
problems you need to overcome before
embarking on any long, complicated and
expensive implementation of EFSS - hy-

brid or other.

Finally it presents FileFlex - a very secure,
software-only, enterprise-grade solution
where there is no cloud required. It adds
all the functions, features and benefits of
EFSS to every file on your storage infra-
structure , but keeps all your files on your
own storage, behind your own firewall, un-
der your own Government, Risk Manage-
ment and Compliance (GRC), simply, at a
fraction of the cost, turning it all effectively

into a virtual private cloud.
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CHAPTER1:

Enterprise File Sync
and Share is Broken...
just look at these facts

By George Crump, Lead Analyst

It seems like every CIO has enterprise file
sync and share (EFSS) on their project
whiteboard. The problem is that it is stuck
there and the alternative, users doing
their own thing, seems sort of acceptable.
Most EFSS solutions are too disruptive and
require a big commitment to the cloud
which many organizations are still uncom-
fortable with. Combine these issues with
an apparent lack of urgency and it's no
wonder EFFS never moves from the to do

list to the done list.

What is Enterprise File
Sync and Share?

File sync and share is a service where data
is stored or synced to a server that can be
accessed over the Internet. It has been
made popular by companies like DropBox,
Box, Google, OneDrive and Apple who
generate massive amounts of revenue
through its sales. Originally the technology
started as a means to make sure that all of
a user's devices had the same data on it.
Sharing was added to these services later,
enabling users to provide access to their
files to their colleagues instead of having

to email files back and forth.

The important thing to realize with file
sync and share services like Droplbox

and Google Drive is that the server is not
owned by you, is not under that user’s con-
trol and certainly not the organizations. It
is owned and under the control of a third

party (ie. Dropbox or Google).

EFSS is the corporate implementation of
the initial consumer FSS service. It gener-
ally means the organization will provide

a similar FSS capability as the consumer
solutions but do so with-IT oversight. Typi-
cal features control what data users can
share, who they can share it with, how
long the user can share specific files and
provide the ability to revoke access to the
files if the employee leaves the company
or one of their devices gets stolen. It is
important to note here that if the EFSS
service is not hosted on-premise the
organization is putting corporate data on
a server that is owned and under the con-

trol of the EFSS provider.
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Implementing New EFSS

Replacing Existing EFSS

According to Wilson Research Group, 33% of IT decision makers in companies of more than 1000 employees plan to implement
a new EFSS solution in the next year and 21% plan to replace their existing EFSS solution. IT prefers on-premise solutions to

off-site EFSS by a ratio of 7:1.

IT Must Provide EFSS

Workers are more mobile today and use
muiltiple devices. They start a task on one
device, but work and finish tasks over
muiltiple devices and often involve mul-
tiple people. According to a study com-
missioned by Facebook, 40% of all online
adults start an activity on one device and
finish it on another.! Today we expect to
access our files from any of our devices no
matter where we are. Data is not centric to
my device, there needs to be data continu-

ity between all my devices.

The same is true for working alone vs
working in collaboration with others. Data
is not centric to a single person, there
needs to be continuity with others. File
sync and share services are simply the
tools that workers turn to for data conti-
nuity, device continuity and user continu-

ity. They need them so they can be more

productive. According to a study com-
missioned by Intel, when employees have
access to the content they need on their

devices of choice, productivity increases.

In a study from 2010 to 2012, Intel esti-
mated that they gained more than 7 mil-

lion hours of productivity because of their

ability to use BYO devices that have access

to the content they need.?

If an organization does not provide us-
ers with EFSS, they are forced to get it
on their own via a free or inexpensive
consumer-grade public FSS solution like
Google Drive. When employees open ac-
counts with consumer file sync solutions,
they introduce security, and regulatory
and content leakage risks to their com-
panies. In their efforts to improve produc-
tivity and collaboration these employees
inadvertently put the enterprise at risk.

Additionally, when employees who have
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such accounts leave the company they —
and any others who have the links — can
still access the business content stored
there, posing an indefinite legal and secu-
rity risk to the company. Even when em-
ployees simply abandon their accounts,
the company has no way to remove the
business content. With consumer grade
file sync solutions, monitoring is virtu-
ally impossible, there is no audit trail and
the corporation faces compliance issues,

either self-imposed or regulatory.

When corporate data is on consumer FSS,
it is impossible to control or even know
who has accessed it, who has copies and
who it has been shared with. The moment
that duplication to an FSS service occurs
there is no audit trail of where the data
went, violating all the security safeguards
created by Active Directory. Ignoring file
sync and share puts the organization at

massive risk and makes it more vulnerable.

EFSS is Compelling but it
does have ongoing problems

The case for EFSS is compelling - but there
are some real problems that, based on the
current technology and legislation, will be
hard to overcome. EFSS should provide
the same capabilities as FSS but keep or-
ganizational data more secure and reduce
costs. For the most part, many EFSS solu-
tions do an admirable job of addressing

issues of IT oversight and control.

EFSS, though, introduces its own challeng-
es. First, most solutions introduce data du-
plication. Files are being copied or synced
from the source computer to the special-

ized server that allows internet access.

Duplication of data introduces a duplica-
tion of security concerns, administration,
complexity, resources and cost. Further,
when data is duplicated to the server of
the EFSS provider it also creates issues of
content ownership, third party inspection,
jurisdiction, data residency, and legalized
secret access by law enforcement. For
example, when Amazon recently acquired
Whole Foods and became a brick and
mortar merchant, Walmart quickly prohib-
ited its vendors from using Amazon cloud
services due to their concerns about the
legal third party access rights that Amazon
has to examine the confidential informa-
tion about Walmart that its vendors may

have stored on Amazon'’s servers.

Second, because most EFSS services are a
duplication of data to a specialized server,
they, by definition, can only address a sub-
set of an organization’s files. This means
that often critical content that needs to be

remotely accessed is inaccessible.

Another issue is availability and breaches.
For example, all the major consumer solu-
tions suffered an outage in the last year. In
fact, the number of and frequency of out-

ages appears to be on the rise.

Moving to either an on-premise or public-
based cloud also creates an economic
challenge. Remember most of this data
is not net new. It exists already, and it is
stored on something. In other words, the
organization has already invested in stor-
age and probably has plenty of available
capacity to continue to store new data.
This means that unless they are ready to

refresh storage, the organization must
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re-buy something it already has just to get
file sync and share! This is an expensive
option. Even if the organization rational-
izes the purchase of additional storage,
then the data needs to move either to
the cloud or to another storage system
on-premises. Data Migration is a constant
source of heartburn for IT professionals.
The process is complicated, time consum-
ing and wrought with potential for error.
Introducing another migration project
when it is not even needed will not be

well received by IT administrators.

Another shortcoming is that most of
these solutions don't acknowledge that
most organizations started down the
consumer file sync and share path long
before they realized the risk and vulnera-
bilities those solutions introduce. In other
words, there is data in those services that
needs to be accessed, controlled and

eventually consolidated.

When you add up issues associated with
EFSS you realize why it is a compromise
that IT will switch from if presented a
viable alternative. According to Wilson Re-
search Group, 33% of IT decision makers
in companies of more than 1000 em-
ployees plan to implement a new EFSS
solution in the next year and 21% plan to
replace their existing EFSS solution. IT pre-
fers on-premise solutions to off-site EFSS

by a ratio of 7:13

Storage Swiss Take:
Next Generation EFSS

What's needed is a better way to imple-
ment EFSS. Obviously, the next generation
of EFSS solutions need to build on what
current solutions do well; provide over-
sight and control. Beyond that though a
next generation solution needs to apply to
all storage, not just a subset and it needs
to address issues of duplication, security,
ownership, third-party access and inspec-
tion, jurisdiction, data residency, legalized
secret access by law enforcement, cost,
data migration and IT administrative bur-
den. It should support, but not require, a
cloud-based component, and ideally pro-
vide the connectivity to existing services.

It should also be able to add capabilities
to existing storage and not require orga-
nizations to re-buy storage or require IT to

perform a lengthy migration job.

Organizations need to provide employ-
ees with EFSS. The modern worker is too
mobile (BYOD is here to stay) and orga-
nizations are too interconnected to op-
erate without it. Monitoring and control
are table stakes. To accelerate adoption,
organizations need a next generation EFSS
solution that addresses the shortcomings
and compromises of today’s solutions and s
Computer Technology
Review “New Research
Sheds Light on How to
Effectively Manage your

File, Sync and Share
(FSS) Strategy”

operates in place, behind the firewall, re-
moving concerns over the cloud, security,
data movement and data residency while

lowering costs.
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CHAPTER 2:

Why the Cloud is a
Problem for Enterprise
File Sync and Share

By W. Curtis Preston, Senior Analyst

Some see the reliance on the public
cloud as the Achilles’ heel of enterprise
file sync and share (EFSS). While EFSS
products are more robust than their
consumer-grade counterparts, their use of
the cloud does add a number of concerns
that IT should address. Some of those
concerns include security, data manage-

ment and vendor lock-in.

The Cloud Security Problem

The biggest concern that most people are
worried about when they talk about the
public cloud is security. Not all EFSS prod-
ucts are created the same when it comes
to security and that is the real problem.
Some public cloud vendors adopt very
strong security practices that are equiva-
lent to those found in corporate IT depart-
ments; some do not. This is why a recent
Wilson Research Group survey found IT
personnel considering an EFSS preferred
owning and controlling their own files to
surrendering them to a cloud service, by a

ratio of 7:1.

A lot of cloud security concerns center
around how an individual user is authen-
ticated. Many systems use simple pass-
word authentication, and some store and
transmit the password in clear text. (If the
app is able to send you your current pass-
word if you forget it, then they are storing
it in plain text.) Other companies store the
password encrypted, but it is not “salted”
with random data in order to make it
significantly harder to decrypt using brute

force techniques.

Even if a cloud product supports two-
factor authentication, it might be easy to
get around the second factor. The most
common second factor is an SMS mes-
sage, which is better than nothing, but

it's easily intercepted and faked. A recent
Wired article discussed how hackers using
social engineering attacks can easily hijack
an SMS message, and more sophisticated
attacks can simply do it grab it in transit.
Another issue with two-factor authentica-
tion is many systems only use the second

system if a boundary is crossed, such as
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logging in on a new system. If someone
gains access to an already connected
system, they will not trigger a two-factor

request and can do significant damage.

The biggest risk with only requiring the
second factor on new devices are devices
that have already been authenticated to

a given sync directory, but have now been
lost or stolen become a threat. Sophisti-
cated corporate espionage attackers know
what kind of EFSS the organization is
using, and know that all they have to do is
steal the right laptop to access the orga-
nization’s data. IT should carefully inspect
EFSS solutions to see how easy it is to
revoke a device's access to data within the

EFSS system or architecture.

The Data Residency Problem

Another security-related concern is data
residency. In order to safeguard the pri-
vacy of its citizens, the European Court of
Justice struck down the 15-year-old “safe
harbor” agreement with the U.S. This forces
Europeans to store their files on cloud
servers located in Europe, under European
jurisdiction and European law. In fact more
recent laws require certain data to stay
behind your firewall (e.g. banking, finance,

legal, health, etc.)

Many companies and countries have
policies or laws that dictate data of a
certain type remain within the borders
of a given country or region. The U.S,,
Australia, Hong Kong, Canada, Germany,
Italy, Luxembourg, Mexico, the Nether-
lands, Singapore, Switzerland and the U.K.

regulate data residency for some types

of information such as government files
and healthcare records. In addition, many
professional associations such as law, ac-
counting, finance, mortgage brokers and
banking have professional, and in some
cases government standards for their
members that include data residency
requirements to govern the use of cloud
service providers and to keep information
within a defined geographic jurisdiction.
The reason is simple. They do not want
personal and confidential files to come

under the jurisdiction of a foreign power.

Cloud storage holds a treasure trove of
information from many users and organi-
zations and is a high value target for both
hackers and national security agencies. Ac-
cording to a study from Skyhigh of 18 mil-
lion users,' 21% of files uploaded to cloud
providers contain confidential information
such as personally identifiable information
(PIl), protected health information (PHI),
payment card data, or intellectual prop-
erty. Knowingly or not, 34% of users have

uploaded sensitive data to the cloud.

Unfortunately, many public cloud provid-
ers are leveraging data centers all over the
world for cost and latency reasons. Data
residency concerns can become quite
problematic. True, organizations can deal
with data residency contractually, but it
also must be policed on a continuing basis
to make sure the data is never stored out-
side the boundaries specified by a given
customer - and ensuring that data is meet-
ing this standard can actually be quite
difficult from a customer viewpoint. All the

confusion of exactly where data is at any

'Skyhigh: “LastPass
Breach By The Num-
bers: 91% of Enterprises
Exposed”.
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given moment in time is probably another
reason why administrators prefer owning

personal data to storing it in the cloud.

Legal Jurisdiction Issues

Even if you comply with data residency,
you may still have cloud security issues
when protecting your confidential files
from foreign jurisdictions. If the cloud
provider is a U.S. company, it can be served
with a U.S. search warrant for content it
has in its possession regardless of where
that content is located. This principle ap-
plies not just to the U.S, but to all nations
and all jurisdictions. The lesson is this -
when you store data in the cloud, even if
the files are stored on servers located in
your own country, they may still be under

the jurisdiction of a foreign power.

Secret Access by Law En-
forcement

What about law enforcement trying to
access your data? With remote storage,
you may not know that the provider was
served a subpoena, warrant or security or-
der. In fact, the provider may be prohibited
by law from telling you. Although nearly
every provider's terms read differently, one
thing remains the same. They all tell you
explicitly they must and will comply with
legal requirements from governments,
security agencies and law enforcement
(to secretly access your files) and are not

responsible for any loss you experience.

GDPR and HIPAA

Because of the above issues created by the

use of cloud and EFSS providers, in order

to protect their citizens, governments are
instituting sweeping data residency and
privacy laws such as the General Data Pro-
tection and Regulation (CDPR) of the EU
and the Health Insurance Portability and

Accountability Act (HIPAA) in the US.

The Cloud Transfer Problem

Another challenge with the public cloud
is that it is on the other side of an Internet
connection. While large transfers tend to
slow down once a company is completely
online with an EFSS system, problems
arise when the company adds new de-
vices to the network, or existing devices
must be resynced. A significant amount of
data will need to be synced to the cloud
or from the cloud in order to bring that
device into the fold, and that amount of
traffic can create quite a load on the Inter-

net connection.

Another transfer concern about the public
cloud is once all of the organization’s data
is synced up to the cloud - and that may
take a significant amount of time - chang-
ing cloud providers can become quite
problematic. If the organization wants to
change cloud providers, an entire re-sync
of all content is required. But the path
from one cloud vendor to another cloud
vendor can actually be quite difficult, be-
cause vendors simply don't want to make
it easy. In most cases, IT has to download
all the data back into the data center and
then send it back to the new cloud pro-
vider. The result? Organizations can get

locked in to cloud providers.
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The Attack Surface

A final concern of having sensitive data
stored in the cloud is it gives hackers an-

other place from which to grab sensitive

data. EFSS providers create multiple copies

stored in multiple locations of the informa-

tion they hold.

It goes without saying, that if the available
attack surface is minimized, the ability

for an adversary to successfully breach
through an organization’s defenses
becomes more difficult. At the same time,
an organization can manage a smaller
environment better than a large and
complex one. Overall, this translates to a

lower risk posture.

The Chain of Custody
Problem

Finally, what about chain of custody ques-
tions? Consider, for example, the Target
hack of customer data that was initiated
by someone who stole credentials from
one of its vendors. EFSS data should be
tracked and audit logs should be available
centrally for forensic examination at a later
date. Unfortunately, many EFSS vendors do
not provide any of these tracking or audit-

ing features.

Governance, Risk Manage-
ment and Compliance

Finally, with the growing pressure to
empower employees, business associates,
and customers with the latest EFSS tech-
nologies, governance, risk management
and compliance (GRC) issues around the
information stored on their servers has

become a factor in your organization’s

security strategy. However, if using EFSS,

your GRC management could be under-
mined, compromised or nullified and is at
best shared with a third party. Use EFSS
and your ‘latest technologies’ can quickly

become a compliance headache.

Storage Swiss Take

Some file sync and share products are
starting to examine this reliance on public
cloud. If they can offer you the advantages
of EFSS without the disadvantages of

the public cloud, they might offer a real
alternative to the status quo. Leveraging
devices (e.g. SAN, NAS, desktops, laptops)
that are already in place and behind the
organization'’s firewall, versus cloud or
EFSS solutions solves many of the prob-
lems mentioned above, especially those
revolving around the security, as well as
the performance and bandwidth issues
of synchronizing large amounts of data to

some third parties.
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CHAPTER 3:

File Sync and Share
Often Creates a Data
De-duplication

Problem?

by W. Curtis Preston, Senior Analyst

File sync and share is here to stay, and
enterprise file sync and share (EFSS) is
how most enterprises add this functional-
ity to their environment. The question we
are asking is whether the addition of this
new service adds additional problem:s.
For example, many EFSS solutions require
data to be synced to another destination
(either the cloud or a specialized appli-
ance), creating yet another copy of data
that IT needs to manage. Is there another
way to add the same service without add-

ing these problems?

Duplicate Copies Are Already
A Problem

With unstructured data, we tend to create
duplicates when we share data with other
users, because we tend to send them via
email, Skype, Slack, or other similar mech-
anisms that by their very nature create
multiple duplicates of each file. Every one
of these duplicates increases storage costs
and complexity, while also giving hackers

another place to attack the files. Dupli-

cates caused by sharing files is one of the
problems most EFSS systems are trying to
solve. The fact is that today most systems
require users to actually make duplicates
in order to use the system. Duplication
increases the threat surface of the organi-
zation and complicates the storage envi-
ronment. This is creating a significant risk
management and security problem for

Mmany companies.

EFSS Compounds the Dupli-
cation Problem and is Costly

For an EFSS system, even the hybrid ver-
sions, to begin sharing files each user
needs to synchronize their entire directory
to a secondary source. Once that synchro-
nization is complete, the files must be
synchronized to each user that will access
them to a special directory, including the
originating user. The first copy data chal-
lenge with EFSS systems is before a cus-
tomer even begins sharing files, they must
first create several duplicates of each file.

In addition, EFSS providers have multiple
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redundant servers at different geogra-
phies. Each server will also have a near-line
backup and perhaps an off-site backup.
EFSS systems are therefore adding to the
duplication problem, not solving it. Again,
this increases storage costs to the organi-

zation and security risks to the data.

The EFSS Transfer Problem

The next challenge with this model is the
physics of getting everyone’s user data to
each location. If the central location is a
cloud storage system, a significant amount
of data will need to be transferred from
the current location of the data to the
cloud location over the Internet. As men-
tioned previously, that data will then need
to be downloaded, also over the Internet,
to each user that will share the data. The
amount of bandwidth required for such
transfers, and the impact on the environ-
ment during the transfer can be significant

- that's expensive and not very productive.

Duplication Compounds
EFSS Security Concerns even
for Hybrid Cloud

If a company is concerned about the secu-
rity ramifications of having data stored in
the cloud and chooses to use some type
of on-premises hybrid storage for EFSS,
they will have another challenge. Since
the copy stored on the on-premise stor-
age will be considered the copy of record,
they will need to put it on some type of
reliable storage. In many cases, this will
result in the purchase of an additional
storage system just for this requirement.
And although duplicating everyone's

data to a local file server will have less of

Achw'ly

an impact than duplicating it to a public

cloud server, there is still an impact on the
environment - especially during the initial
migration. There also will be the duplica-
tion of data from the on-premises stor-
age system to the user devices (laptops,

tablets, smartphones).

One of the other challenges with having
duplicates in multiple places is version
control. Without aggressive file locking
techniques, it's very easy to create multiple
versions of the same file, each of which

have changes from different people.
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The model of synchronizing everything to
a central location and then synchronizing
it again to other remote locations works
well for consumers who are sharing small
amounts of data across varying Internet
connections. But using that same model
within an enterprise has different ramifica-
tions, including the storage costs and com-
plexity of storing the additional duplicates,
as well as the security risks of constantly
creating duplicates on local or remote ma-
chines. Duplication quite simply increases

your security risks.

Storage Swiss Take

What if enterprise users could directly
share a userss file from its original loca-
tion without creating an additional copy?
(Think GoToMyPCTM, but for files.) If a file
could be shared from its original location -
whether file server or desktop - this would
work for all types of files. This model is
built more for the corporate environment,
where inter-desktop communication is

a lot easier than two consumers sharing
files from their laptops over the Internet.

It solves the problems above of creating
duplicates, supporting the bandwidth
required to copy the data around, and the
unproductive management of the central
copy stored on a file server or cloud server.
By sharing from the source location, there
is actually only one file and that resolves
file locking problems. And finally, all of the
data remains behind the firewall without

requiring an additional file server on site.

Enterprise IT departments needed file

sharing functionality, to stop users from

=

P

-

using consumer-grade file sync and share
services without the consent or control of
IT. It does appear, however, that in a rush
to meet this need, companies design-

ing such products have failed to take into
account the differences between an IT
department and consumers sharing data
across the Internet. Taking this into con-
sideration allows for a completely different
design that doesn’t have the same prob-
lems. Sharing files from the original loca-
tion avoids the creation of duplicates and
saves space, while also reducing cost and
complexity. It also increases security by
reducing the number of places a file can

be accessed.
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CHAPTER 4:

Now You Can Share
Files Without File Sync

& Share

By W. Curtis Preston, Senior Analyst

Enterprise IT departments have struggled
with file sharing for some time. The tra-
ditional solutions were deemed by many
users to be passé and not in keeping with
modern workflows. This caused many
users to resort to consumer-grade solu-
tions, leading to “shadow IT,” which creates
many problems. Storage vendors and IT
departments responded with products
modeled after the consumer file sharing
products. The problem is that those enter-
prise file sync and share solutions created
as many problems as they solved. IT needs

another way to solve this problem.

Those Pesky Users

For too many years, IT developed solutions
around what made sense for IT and not
what made sense for their users. Central-
ized file servers solve a lot of problems for
IT, but they cant match the performance
and convenience of a local hard drive. In
addition, disk space that was once hard to
find at the edge was suddenly available in
spades. And, thanks to SSD-based laptops,

high performance is at the edge as well.

Users wanted to use this local, seemingly

unlimited, high performance storage.

Although users wanted to use their local
storage, they also wanted to share their
files with other people. Enter consumer-
grade file sync and share products such

as Dropbox. Users could easily share files
with each other without involving IT or
being forced to move their files to a file
server. If they didn't have very many files
to share, they didn't even have to pay for it.
Users going beyond the free service didn't
mind paying a few dollars a month for this

functionality.

The dearth of these consumer-grade prod-
ucts represented a number of challenges
for IT, and the answer seemed obvious. If
users wanted a file sync and share ser-
vice (the general term for products like
Dropbox), the answer was an enterprise
file sync and share (EFSS) service. The user
experience was roughly the same as the
consumer grade product, and IT could put

some fences around it and support it.
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EFSS Creates New Problems

As mentioned in other chapters, EFSS
services create about as many problems
as they solve. The reliance of most of them
on a public cloud service creates jurisdic-
tion issues, data residency issues, and law
enforcement issues. In addition to the
legal concerns surrounding the EFSS way
to access your data, having the central
copy of your data stored on a public cloud
server also raises significant cyber-security
concerns. If the datastore is compromised,
a significant amount of your company’s
intellectual property could end up in

the wrong hands. Apart from the well
documented Target breach - many other
security breaches substantiate the reality
that the more content is shared/dupli-
cated across networks, the risk of security

breaches increases.

It is true that some of these services can
sync to a private cloud and address many
of these concerns, but it then creates a
new requirement of a high availability ser-
vice that will act as the central repository.
And no matter where the repository is, the
constant synchronization of files back and
forth to multiple locations creates a signifi-
cant amount of network traffic that cannot

be ignored.

In the previous chapter we covered the
fact that the very concept of file sync and
share also is in opposition to one of the
primary goals of IT, to reduce duplication
of data. EFSS systems create duplicates

of shared files in multiple places. Every
duplicate of a file takes up extra space and

consumes resources. Every duplicate also

gives hackers an additional possible point

of entry into your company’s data.

Was EFSS The Right
Response?

Users needed to share files, and they did
not want to put those files on a central-
ized file server. IT didn't want users using
a consumer-grade file sync and share
(FSS) product. EFSS products seemed
the natural solution. But EFSS products
were essentially enterprise versions of the
consumer-grade products that had very
different design requirements than what
IT would have. If you started from scratch
with the need to share files without put-
ting them on a centralized file server,

would you end up with an FSS product?

FSS services like Dropbox™ were designed
with the assumption that users sharing
files didn't have direct access to each
other's computers. It was one person on
their computer in their house sharing files
with another user on another computer
in another house with two NAT routers
between them. There was no way to di-
rectly connect two computers; the natural
solution was a centralized cloud storage

system that they could both access.

But that doesn’'t describe the typical use
pattern of corporate IT. What if the solution
facilitated direct network access to each
other's computers? A centralized pool of
storage would not be required. This would
remove the security and legal concerns
mentioned above, as well as removing the
need for all of the duplicates that an EFSS

system would create.
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Storage Swiss Take: FileFlex

There is a solution to the problems and
issues of using EFSS - it is a service called
FileFlex. FileFlex is a secure, file sharing
solution that allows users to access, share,
stream and collaborate data with each
other without using a centralized re-
pository. Instead remote users access files
directly from their original locations. This
allows files to stay behind. the corporate
firewall, and doesn’'t open them up to the
security concerns of storing files on the

third-party servers of an EFSS cloud.

It adds all the functions, features and
benefits of EFSS to every file on your stor-
age infrastructure , but keeps all your files
on your own storage, behind your own
firewall, under your own Government, Risk
Management and Compliance (GRC), sim-
ply, at a fraction of the cost, turning it all

effectively into a virtual private cloud.

First, because you access your files from
their original locations, on your own stor-
age and from behind your firewall you
eliminate the issues inherent to storing
your organization’s files on someone else’s
computer. You minimize your threat sur-
face, simplify your storage infrastructure
and keep your governance, risk manage-
ment and compliance completely under
your control translating into a very strong
security posture. Second, because your
files are on your equipment located in your
own facilities, you eliminate the issues of
data residency, jurisdiction, third-party in-
spection and secret access by law enforce-

ment. You comply with data residency

and privacy regulations such as HIPAA and

GDPR. Additionally, since you don’'t need
to purchase any expensive cloud storage
it provides significant cost savings. Finally
since it allows your users to access all of
your corporate storage. you don’t have the
issues inherent with subsets and all cor-
porate information is available as needed

without syncing to local devices.

Even though the file remains in its original
location, it is still accessible anywhere in
the world to users that are authenticated
against the system. Authenticated users
can access files from any Windows, Mac
or Linux computer, as well as any Android,

iOS, BlackBerry or Windows tablet or
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smartphone. Users accessing shared files
on their computer access them as if they
were local files. Computers sharing files
appear as folders, under which you will
find any folders or files shared from those
computers. Not only can users access any
file under this hierarchy, they can copy
and paste files between any folders - even

copying files between computers.

Although the files appear local, they are in-
deed not local - which is the whole point.
Unlike EFSS systems, remote users do not
have to set aside disk space for synchroni-
zation. There are also no file size limitations
that some EFSS systems have. Also, unlike
some remote access solutions, files are
accessed in their native form, without any
degradation such as compression. If any

of the shared files are media files, remote
users can stream them directly to their
device, without having to download or syn-
chronize the file. In fact, downloading can

be prohibited by sharers as required.

In addition to allowing remote users to
access file inside the network, it can also
automatically bring their remote data into
the network. Photos or videos they take on
their smart phones or tablets can be auto-
matically copied to the appropriate place

inside your firewall.

IT administrators also have control over
the system. They control who is allowed

to share, what they are allowed to share,
and who they can share it with. It's easy to
deploy and does not require a VPN con-
nection. All data will stay exactly where it
is and does not need to be synced any-

where to share it.

Administrators can allow users to create
their own shared repositories or they can
add file servers to the system, allowing
FileFlex users to access those file servers
from anywhere. There is a distinct audit
trail that logs user activities and an ad-
vanced dashboard for IT to manage the
system. Finally, choosing FileFlex does not
mean new purchases of hardware as no
new storage locations are needed. It is also
easy to integrate FlleFlex into an authenti-
cation system, as it supports LDAP, Active

Directory, and Single Sign-on.

As opposed to your EFSS solution, be-
cause FileFlex keeps files in their source
locations on your own infrastructure and
on-premise behind your firewall, they are
already under your GRC framework and
under your control with auditing, account
management, integration into LDAP, non-
repudiation and strong encryption from
your own management console and man-

aged by your own IT personnel.

Allowing users to directly access files from
their original locations meets the same
user requirements as an EFSS system
without suffering the drawbacks of those
systems. Users don't have to make room
on their computers for synchronized fold-
ers and those folders won't create security
risks by propagating duplicates. Add the
enterprise administration and control
features and you have a strong solution for

your file sharing needs.
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